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Introduction

Perenio Smart Building  Management System  (hereinafter referred to as the
Perenio Smart ) is a mobile application for smartphones based on Android and iOS
operating systems  thatis specifically designed for remote control of Per e n iDmedces.

The mobile application is free and available for download on Google Play and App Store.

The present Manual contain s a detailed description of the User interface , as well as
steps for installation ~ and configur ation of the same

Copyrights

Copyright of E Perenio loT spols r.o0. All rights reserved

The Per e nitmdemark isowned by Perenio loT spols r.0. (hereinafterr eferred to
as the Perenio lIoT ). All other similar trademarks and names, as well as logos and other
symbols are the property of their respective owners *

All m aterials under Per eni tdfle name contained therein are protected in
accordance with international and local laws including ~ Acts on copyright s and related
rights.

Any reproduction, copying, publication, as well as further distribution or public display
of materials contained inth e present document (whetherin full orinpart) shall not be
allowed until an appropriate permission of the copy right owner is obtained

Any unauthorized us age of materials contained herein may lead to civil liability and
criminal prosecution in accordance with applicable law S.

Any eventual mention ing of other compan y names and equipment in th e present
document is made solely for the purpose of clarifying and describing the device
operation and shall not infringeon t he t hi r dntepeatwal pyopery rights

* Android is the registered trademark of Google Inc.; App S tore is the registered trademark of Apple Inc.;  Bluetooth

is the registered trademark of BLUETOOTH SIG, INC. ; Google Play is the trademark of Google Inc.; Harmony is a
registered trademark of Huawei Technologies Co. Ltd. ; iOS is the registered trademark of CISCO TECHNOLOGY, INC.;
Zigbee s the registered trademark of ZigBee Alliance .
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Responsibility and Technical Support

The present document is prepared in accordance with all necessary requirements and
contains detailed information on the device installation , configurationand control valid
as of the date of its issue.

Perenio IoT reserves the right to modify the device and make corrections or changes
to this document without prior notice of the User, and shall not be responsible for any
potential negative co nsequences which may arise from the use of an outdated version

of the document, as well as for any possible technical and /or typographical errors
either omitted or accidental , or any related damage that may result from the document
transfer orthe use of devices.

Perenio l1oT shall make no guarantee with respect to any data contained herein

including but not limited to the device merchantability and fithness for a particular
purpose .
In case of any discrepancies between language versions of this document, th e Russian

version of this User Manual shall prevail.

For any technical issues, please contact your local Perenio 10T representative or  the
Tech S upport Departmentat  perenio.com

The most common problems may be found in Section 3 ofth e present documentan d
at perenio.com where you can also download the latest version of this Installation
and Operation Manual

Manufacturer

Perenio 10T spol s r.o.

Na Dlouhem 79, Ricany i Jazlovice 25101, Czech Republic
perenio .com
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1 General Description  of the Perenio Smart App

1.1 Description and Intended Use

The Perenio Smart Building Management System mobile application allows Users
to remotely control and manage all connected devices from a single or several User
Accounts, as well as  opti mize their operation based on requirements for a particular
room/ building .

A simple and intuitive interface makes it possible to combine a large number of
surveillance cameras, sensors and other security devices into a single harmonized
system, while notif ications of various severity, as well as distribution of devices by
Locations simplify identification of incoming alarms

The Perenio Smart mobile app interface consists of the following five tabs and a side
menu :

Devices .
Scenarios .
Rooms .
Statistics.
History .

Left Side Menu

ok wnNE

Each tab contains general and special icons and buttons of specific functionality.

For a detailed description of each tab, see Section 2 of the present document.

ATTENTION ! All Products and the Mobile Application of the Company (inclu ding
any future software and hardware whetherin -house or third -party developed) are
not intended for emergency responses and cannot be used as fire -extinguishing
equipment and/or for emergency intervention, including but not limited to fires,

flooding, ga s leaks or explosions, burglary and theft, as well as natural disasters

and other force majeure circumstances leading to damage and/or losses incurred

by the Client or caused to their estates, personal property and/or other products,

devices, personal data  and privacy .

1.2 Hardware and Software Requirements

For installation and stable operation of the Perenio Smart Mobile App, the User will
need a smartphone based on the Android 5.0 operating system and higher with the
Internet access  allowed .

EPereni o Isa.d AMRights Reserved Doc Version: 3.0.0
Page 7 of 52



N
Perenio Smart: Building Manag ement pe re n I 0 °

System Mobile App Manual (for Android) Making life easy

ATTENTION ! Some smartphone manufacturers reserve the right to develop their
own Android operating system shell, which allows them to partially or completely
change the existing  user interface and functionality.

Thus, smartphones with touch screens from Huawei run on t he Android operating
system with the EMUI shell*.

Starting in May 2019, Huawei stops pre-install ing Google Play service on its
smartphones replacing it with its own application platform. In this regard, please
note that in order to install the free Perenio Smart mobile app on such a

smartphone and remote control of Per enidedces you should firstinstall the
Google Play platform  on your smartphone

Also, in early June 2021, th  is manufacturer plans to transfer its smartphones to
the in-house Harmony operat ing system.

* EMUI is the Android shell developed and supported by Huawei.

1.3 Installation of the Mobile Application

Per eni deices are managed through a free mobile application avail able for
downloading from the Google Play (Android ). To install the application on a mobile
device, follow the steps below:

9 Connect your smartphone to Wi -Fi Network ;

1 Switchto Google Play and enter the mobile app name (  Perenio Smart ) in the
search bar ;

1 Download the Perenio Smart Building Management System App.

1.4 Safe Operation Rules

To improve safety when using the Perenio Smart app, it is recommended that you
observe the following rules:

1 Use only the official Perenio loT apps available on the Google Play for
downloading;

1 Install antivirus software on your smartphone and update it on time;

1 Do not leave your smartphone unattended to prevent third parties from using
the app;

]
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1 not to disclose your account username and password to unauthorized persons;
f Do not give accessto Per e n i dedces to persons who might use them for
purposes other than their intended use.

NOTE . Tologintothe Perenio Smart app, only the email address and password

you provided during registration are used. If an application starts requ esting
permissions that are suspicious or clearly inconsistent with its functionality, it is

better to refuse to issue them.

|
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2 Perenio Smart App Operation

ver. 2641 The remote control of purchased Perenio E devices shall
— ’ be performed from  the Perenio Smart User Account. To
perenw) get started with the mobile application, the following steps
Intelligence at best shall be performed

9 Login in to your User Account;

9 Activate Wi -Fi Devices (loT Router, Control Gateway,
Cameras, Power Link Wi -Fi, Eco Smart Heater, and/or

| S IR Remote Control);
Building § Connect sensors, Power Link (Zigbee) and/or other

Management ZigBee devices to the Control Gateway or the loT
System Router .

For further settings, creat ion of custom scenarios and
more, see par. 2.6 below .

LOG IN

2.1 Logging in to the User Account
A. NEW USER ACCOUNT REGIST RATION

a. Start the Pereni o Smart SIGN WP@ nEGEEESELET
Button;

b. Fill in your e -mail address, user name and password
(8 or more symbols including at least one uppercase JohnGoldsmith@gmail.com
letter, one lowercase letter , and one number), then
select the country of residence; John

c. Agree to General Terms and Conditions, Privacy Policy
and provisions for personal data protection (accessible

Fkkkkkkkkkkk

by the link);
d. Click oBSIGNUWPed fibut The bser will receive :
an email to verify the User Account (Follow the link); United Kingdom

e. Login in to the User Account.

| agree to the Terms and Conditio!
I and GDF

Doc Version : 3.0.0 EPereni o Isa.d AfRights Reserved
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B. LOGGIN GIN TO THE EXISTING USER ACCOUNT

a. Start the Perenio Smart App and click on ALOG IN 0o
button;
b. Enter your e -mail address and password in the login
JohnGoldsmith@gmail.com
screen.
— he c. Clickonthe ALOG IN 0 button .

NOTE . If the password was lost , the User can restore it by
clicking on a corresponding link on the screen

To restore a forgotten password, use the e -mail address
linked to your User Account, to which instructions on
changing the password will be sent

LOG IN

Forgot password

2.2 Types of DPaviceeni oE

Click on the thetright uppeo corner of the

fiDevices O tab to o penthelistof Perenio E devices. Inthe
mobile app, a Il devices are grouped by categories. Each Control
category has its own color indication , hamely :

Control Gateway

1 Control (Purple): Control Gateway , loT Router, Power
Plug (Power Link Wi -Fi and Power Link Zigbee),

loT Router

©0000

IR Remote Control and Eco Smart Heater; PowerPlug

1 Video surveillance (Green): Cameras; IR Remote Control

f Security (Orange): Sensors ( Motion Sensor, Smoke e T
Sensor, Door & Window Sensor, Leak Sensor);

1 Energy saving (Blue): Temperature & Humidity W mikiblisce
Sensor. Cameras

Color indication may help you to quickly and clearly
identify the devices in the application ( See par. 2.6.3 and
par. 2.6.5 below).

Security

Sensors

Energy saving

o Temperature & Humidity S...

EPereni o Isa.d AMRights Reserved Doc Version: 3.0.0
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Depending on the connection method, all devices are divided in to two groups:
1 Wi-Fi devices

o With the QR code ( Perenio E IoT Router, Control Gateway , Cameras);
o Withoutthe QR code (Power Link Wi -Fi, IR Remote Control, Eco Smart Heater) .

1 Zigbee devices:

0 Sensors, Power Link (Zigbee).

2.3 Wi -Fi Device Activation in the Mobile App

2.3.1 How to Connecta Wi -Fi Device with the QR Code

The activation process for Wi -Fi devices is almost the same, so the process of
connecting a Control Gateway is described below as an example.

To activate the Control Gateway inthe Perenio Sma rt app, the User shall perform
the following steps:

1. Unpack the Control Gateway and connect it to the power source

2. In the side menu of the mobile application , select the desired Location to
activate the device in
3. Activate the device in the mobile app using QR Code (See par. C below).

4. Enter the Wi -Fi network credentials ( See par. D below). Please referto par.2. 5
for the Wi -Fi network frequency selection
5. Enter the desired device name and Room (See par. E below) .

IMPORTANT!  The Control Gateway firmware up date process may be started
upon its initial activation in the mobile application. It is not allowed to power
off the device after the firmware update process is started!

The Device must not be switched off or disconnected from the mains for at least
5 min utes after the RESET Button is pressed

]
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C. DEVICE ACTIVATION BY

a. Switch to the QR Scan screen as follows: c
The QR Scan screen
displayed im mediately after the first login
App User Account;

After login to the Perenio

1 For new

Perenio Smart

1 For existing Users:
User

Smart App

upper right corner of the

device in the list.

b. Click onthe ASCAN QR CODE 0 button ;
c. Confirm the permission to access your

pop -up window (It m
smartphone models)

SCAN QR CODE

You can find the QR Code on the back of the Quick
Start Guide, as well as on the back of the device

Cannot scan QR Code?

ENTER MANUALLY

Users :

QR CODE SCANNING

Add new device

will be
to the

DEVICE 10: /e

NSSWORD:‘ XXX
X PERENIO

A:C C_O u\nt ’ click o Scan QR Code from Quick on 1
fiDevices 0 tab and then the Start Guide
device in the B e
ay not be available for certain Gk IS @Alicedor g Wik jouk
a f K
{ ENTER MANUALLY
. Find the QR Code sticker on the back of the Quick Start
Guide supplied with the Control Gateway or on the
bottom of the Control Gateway and place your
smartphone 15 -20 cm away from it, so that the QR
Code is completely visible on the smartphone screen
(See the picture on the left ).
NOTE. Inthe eventthat the QR Code can ot be ,scan
you may activate the device manually (see par. C.1.
below ).

EPerenio

Isa.d. Al Rights Reserved
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C.1. MANUAL ACTIVATION OF THE DEVICE

If the QR Code was damaged or lost , you can enter the
device data manually as follows

a.

Click on the AENTER MANUALLY o button at the
bottom of the QR Code scan screen (See the figure in

par. C);

Enter the Device ID and the Password specified in the
Quick Start Guide or on the bottom of the device
(ID and Password lines next to the QR Code);

Click on the ACONNECT 0 button.

< Add new device

PERENIO

Enter Device ID and
Password from Quick

CONNECT

D.SENDING WI  -FINETWOR K DATA TO THE DEVICE

& Connect to Wi-Fi

CONNECT

Wi-Fi Net work will be displayed:

a. Enter the password from the Wi
¢ another network ;
S BRKG NOTE. The device may be connected
{0 Perenio 2.4 GHz only (See par. 2.5 below)

b. Click onthe ACONNECT 0 button.

NOTE . Before connecting, make su

Select another Wi-Fi Network

Do as follows after the screen to connect the device to the

-Fi Network or select

to Wi-Fi Network of

re that the Control

Gateway is powered onand that the smartphoneis located
at a distance of not more than 2 meters from it.

|
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D.1. CONNECTION ERRORS

The connection failure of the device may occur due to one

of the follow ing reasons :

a. The device is switched off or at atoo long distance from
the smartphone;

b. The device was already activated in the current or
some other User Account;

c. The device ID and/or password or Wi -Fi Network data .
was entered incorrectly;

d. Internet Provider failures.

Device not found

to factory settings

NOTE. To eliminate connection failures, follow
instructions specified on corresponding screens of the
smartphone

TRY AGAIN

MANUAL CONNECTION

Contact support

E. DEVICE SETTING S

After successful connection of the device, the User may
specify the following:

a. Device name;
b. Room.

You can also select an image for the device by clicking on
the ATap to change imageo | ink.

Tap to change image

. After completion, cli ck onthe ADONE 0 button.
Control Gateway ] ] ] ]
The Control Gateway will be displayed in the fiDevices 0 tab .

Room

Sales Department

The entire process of the Control Gateway activati on in the
Mobile App is shown below.

|
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ver 2641

N
R

No devices available.
Building

U EDETT E
System

“ Securty

Yo can find th OR Code on the back of the Cuick

Start Guide, 05 well 03 01 the back of the device

Scan QR Code from Quick Comect PEAGSY
Start Guide

SCAN GR CODE

ENTER MANUALLY ENTER MANUALLY

e

5 6 7 8

Connecting to device... Applying settings... Connecting to Server... Activating device...

9 10 11 12

Loglstics Department

Control Gateway

© ooty

13 14 15 16

Figure 171 Control Gateway activation process
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2.3.2 How to connect a Wi - Fi device without a QR code

The activation process for Wi -Fi devices without the QR Code is almost the same, so
the process of connecting the Power Lin k Wi -Fi is described below as an example.

To activate the Power Link (Wi -Fi) inthe Perenio Smart app, the User shall perform
the following steps

1. Unpack the powerplug and connectittothe 220V power source .

2. In the side menu of the mobile application , select the desired Location to
activate the device in

3. Selectthe device type  (See par. F below ).

4. Enter the Wi -Finetwork credentials ( See par. G below). Please referto par.2. 5
for the Wi -Fi network frequency selection

5. Enter the desired device name and Roo m (See par. H below) .

L

. SELECTION OF THE DEV  ICE TYPE

a. After loginto the Perenio Smart App User Account, click
. . . elect device type
on t he A+ 0 i con i n t he uppe er

fiDevices O tab and select the Power Plug in the list (See e Power Link (Wi-Fi)
Figure on the right);

b. Select the device type (Power Link (Wi -Fi)) ; FAMBE oK

c. Confirm the permission to access your device in the @

pop-up window (It may not be available for certain
smartphone models) ;

EPereni o Isa.d AMRights Reserved Doc Version: 3.0.0
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G. SENDING WI -FINETWOR KDATAT O THE DEVICE

Do as follows after the screen to connect the device to the
Wi-Fi Network will be displayed:

a. Enter the password from the Wi -Fi Network or select
@W@ another network ;
Commect PEHPLY NOTE. The device may be connected to Wi-Fi Network of
to Perenio 2.4 GHz only (Seepar.2.5 below) .
b. Click onthe ACONNECT 0 button.
NOTE . Before connecting, make sure that the smart plug
is powered on and that the smartphone is located at a
distance of not more than 2 meters from it.

CONNECT

Select another Wi-Fi Network

c. Press and hold the power button until the LED indicator
. < Search for device
starts blinking;

d. Cl i nk START SEARCHING 0 button Tips to Connect Devices
e. Wait for the connection process to be completed

START SEARCHING

]
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G.1. CONNECTION ERRORS

The connecthn failure of the device may occur due to one
of the follow ing reasons :

a. The device is switched off or at a too long distance from
Device not found the smartphone;

b. The device was already activated in the current or some

other User Account;

c. The device ID and/or password or Wi -Fi Network data
was entered incorrectly;

d. Internet Provider failures.

to factory settings an

NOTE. To eliminate connection failures, follow instructions
specified on corresponding screens of the smartphone

TRY AGAIN

MANUAL CONNECTION

Contact support

H. LOCATION AND ROOM SE  TTING

After successful connection of the device, the User may
. i Device added successfully
specify the following:

a. Image;

b. Device name;

c. Room;

d. If necessa ry, enable warning messages for power plug
which is to be used to automate operation of some Tap IO PSS

dangerous device (UV lamp, ozon e generator ). Name
PEHPL10

After completion, click on the ADONE 0 button.

Room

NOTE that all the above data may be entered or edited on Sale Departimam
a later basis in the device control panel.

|
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The entire process of the Power Link Wi -Fi connection in the Mobile App isshown below .

ver. 2641

a
perenio

Building No devices available.
Management
System
»
o s enbiianis Tips to Connect Devices
G0
© ——" (&
12 Perenio ’ ] .
‘ " ‘ ‘ ‘ X
)
4 bylastevent -
PEHPLIO :
O sh a L

- ‘ PEHPL10

Sales Department

Connecting to device...

9 10

Figure 2 T Power Link Wi -Fi activation process
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2.4 Activati  on of Zigbee Device inthe Mobile App

Currently, Perenio E Zigbee devices (sensors and Power Link (Zigbee)) are only
activated in the mobile app via a pre -activated 10T Router or Control Gateway .

The activation process for ~ the sensor is almost the same, so the process of connecting
the Smoke Sensor is described below as an example.

In order to connect the sensor , itis necessary to perform the following steps

1. Unpack the Sensor and power it on.

2. Connect the Smoke Sensor to the Mobile App (See pa r. 1 below).
3. Enter the desired Sensor name and select the Room of installation

4. Install the Sensor in the selected room

| . CONNECTING SENSORS TO A WI -FI DEVICE
a.Click on the A+0 icon in the wup
Devices tab and select the Sensor in the list;
Tips to Connect Devices b. Select the Control Gateway /loT Router to which the

Sensor shall be connected (This screen will be
displayed, only if there are several Control
Gateways /IoT Routers activated in the User Account).

Motion Sensor

Smoke Sensor ~

NOTE. The Control Gat eway/loT Router must be
connected to the mains and the Internet, as well as
activated in the Perenio Smart App

c. Start searching for Sensors;

d. If the LED flashes slowly after the first power on of the
device, proceedtothe  Stepe , otherwise press and hold
the reset button  as specified in the screen

NOTE . Several sensors may be connected to the Control
Door & Window Sensor Gateway /IoT Router at once.

e. After successful connection, en
Leak Sensor : and select the Room.

Start searching

|
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[.1. CONNECTION ERRORS

The connection failure of the device may occur due to one
of the follow ing reasons :

a. The device is switched off or at a too long distance from
the Control Gateway /IoT Router (4.5 meters)

b. The Control Gateway /loT Router is offline ;

c. The LED Indicator was blinking fast before start of the
sensor connection (You should remove the sensor
battery and insert it back into the casing)

NOTE. To eliminate connection failures, follow
instructions specified on corresponding screens of the
smartphone

7\
perenio*

Making life easy

X Connection failure

Connection timeout

TRY AGAIN

& Search for device & Search for device & Search for device &  Search for device

Motion Sensor ; Motion Sensor Motion Sensor

Smoke Sensor Smoke Sensor

I 1n}
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Smoke Sensor

Door & Window Sensor

Door & Window Sensor

Tips to Connect Devices Tips to Connect Devices Tips to Connect Devices Tips to Connect Devices

Door & Window Sensor

Start searching Start searching Start searching Start searching

Motion Sensor

Smoke Sensor

Door & Window Sensor

Leak Sensor

3-a 3-b 3-c 3-d
Figu re 3 T Location of the reset buttons on the sensors
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The entire process of the Sensor connection in the Mobile App is shown below.

ver. 2641
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Management
System
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Tips to Connect Devices 3 Smoke Sensor

) Motion Sensor

Smoke Sensor
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Tips to Connect Devices
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‘ () smoko sensor
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o © eventistory

m
9 10 11 12

Figure 4 i The process of adding the S moke Sensor

To connect the Power Link device , the User shall perform the following steps:

1. Unpack the device and plug it into the source of power.
2. Loginin to the Perenio Smart Building Management System
(See par. B above).
3. Activate the device in the application (See par. J below).
4. Enter the desired power plug name and select the Room of installation

User Account

|
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J. POWER LINK (ZIGBEE)

d. Start searching for devices

e. Press and hold the reset button until the LED Indicator

starts blinking

NOTE . Several smart plugs and oth er Zigbee devices may
Control Gateway/loT Router at once .

be connected to the

violet ;

ACTIVATION

a. Make sure the Control Gateway/loT Router is activated
and AOnlineo in the mobile app;

b. Cl ick on the A+0 icon in the wupp
Devices tab, sel ect AAdd new de\
Power Link device in the list;

c. Select the Control Gateway/loT Router to which the

power plug shall be connected (This screen will be
displayed, only if there are several Control
Gateways /loT Routers activated in the User Account);

NOTE. The Control Gateway/loT R outer must be
connected to the mains and the Internet, as well as
activated in the  Perenio Smart App.
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